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EXECUTIVE SUMMARY

The WHO Inspection Team visited CDC in order to conduct an inspection of one of the two
authorized repositories of live variola virus with the aim of ensuring that the conditions of
storage of the virus, and that the research done in the laboratories meet the highest
requirements of biosafety and biosecurity, as mandated by the World Health Assembly in
resolution WHAG0.1. The team, in agreement with CDC, used a new Laboratory Biorisk
Management standard for the assessment.

At the beginning of 2009, CDC operationalized a new maximum containment laboratory for
work with live variola virus. Stocks have been transferred from the existing maximum
containment BSL-4 laboratory building. The original laboratory is being maintained.

The WHO inspection team was satisfied with the security and safety arrangements for
maintaining, and working with live variola viruses. The CDC Maximum Containment BSL-4
facility was assessed to have the capacity to conduct work safely with live variola virus as it
stands. Although a number of recommendations have been made, no issues compromising
safety or security were identified during the assessment.

A positive finding was the recognition of the need for a policy and process of constant
improvement of biosafety and biosecurity standards.

The WHO Inspection Team found the new assessment protocol to be a useful methodological
tool for standardizing the WHO biosafety inspections of the variola virus repositories. It
contributes to better structuring of the process, making it more objective. It is proposed to use
the protocol as a methodological framework for conducting such inspections in the future.

In summary, the WHO inspection team found the CDC maximum containment BSL-4 facility
to be safe and secure for the work with live variola virus.



Report of the World Health Organization (WHO) Biosafety Inspection Team of the Variola Virus Maximum Containment
Laboratories to the Centers for Disease Control and Prevention (CDC)
Atlanta, Georgia, USA, 2-6 March 2009

CONTEXT

1. The WHO inspection team visited CDC in order to conduct an inspection of one of the two
authorized repositories of variola virus with the aim of ensuring that the conditions of storage
of the virus and that the research done in the laboratories meet the highest requirements of
biosafety and biosecurity, as mandated by the World Health Assembly in resolution WHAG0.1.
That same resolution also strongly reaffirmed the decisions of previous World Health
Assemblies that the remaining stocks of virus should be destroyed.

2. Ina previous inspection of CDC's facilities, in October 2005, the WHO inspection team
found satisfactory security and safety arrangements for storing and working with CDC's
collection of variola virus stocks within the single maximum containment laboratory in an
existing building. The team had been informed of the planned move into a new biosafety
level 4 (BSL-4) laboratory, then under construction.

3. The team had also informed CDC that WHO intended to develop a standardized method for
evaluating biosafety and biosecurity at the two repositories. A new Laboratory Biorisk
Management standard has been developed through the European Committee of Standardization
(CEN) (ftp://ftp.cenorm.be/PUBLIC/CWAs/workshop31/). In agreement with CDC, the
assessment visit would be carried out based on this new standard.

4. At the beginning of 2009 the new maximum containment laboratory for work with variola
virus work was operationalized. Stocks have been transferred from the existing maximum
containment BSL-4 laboratory building. The old laboratory is being maintained.

INSPECTION PROGRAMME

5. The inspection took place over four days with a presentation and discussion of the draft
report on the fifth day. Both CDC staff and the WHO team underlined the serious
responsibility they attached to ensuring that conditions of storage of the virus and of research
conducted in the laboratories meet the highest requirements for biosafety and biosecurity.

6. In the introductory session on the first morning, the WHO team noted that resolution
WHAG60.1 addressed two critical concepts: ensuring that the conditions of storage and research
meet the highest requirements for biosafety and biosecurity, and that the reports of the
inspection missions should be available for public information after appropriate scientific and
security redaction.

7. CDC staff reviewed the status of the facilities, indicating that the repository continues to be
stored in two locations. Training protocols for work in the new facility had been designed and a
new governance structure put in place. The recent national Select Agent legislation covered all
work on live variola virus.

8. The WHO team introduced the new assessment approach that had been designed for
assessment of biosafety and laboratory biosecurity, which should ensure transparency,
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consistency, objectivity and reproducibility in the inspection process. The instrument addressed
16 general elements on laboratory biorisk management and the WHO team also addressed an
additional specific element on variola virus research. The process would consist of discussions
and interviews, programme verification (for instance, checking of records and documentation)
and site inspections.

9. CDC staff outlined the executive and managerial hierarchy of the agency and, in discussion,
described the "incident command structure™ for various types of incident and indicated that
there existed a clear separation between programmatic and support services.

10. Visits were made to a number of locations on the site before reconvening for discussions on
the individual elements of the assessment instrument, discussions that continued during the
second and third days. The fourth day consisted of visits by the WHO team members to several
facilities including the neighbouring special care unit designated to accept suspect and verified
smallpox cases for high containment emergency care in case of need. On the fifth day, the draft
report was presented to CDC staff for review.

APPLICATION OF THE ASSESSMENT INSTRUMENT

11. Both the WHO team and CDC staff recognized that the nature and application of the
assessment approach would evolve with experience and evaluation.

Biorisk management system

12. CDC staff informed the WHO team that CDC had an overarching policy on health and
safety issues, for which the Director of CDC was responsible. Policy was further defined at the
laboratory level, with Principal Investigators holding responsibility in compliance with a
written policy on the reporting of incidents implemented by the Office of Health and Safety.
The WHO team noted that Laboratory Manuals for each facility existed and that researchers
had to indicate that they had read the guidance on safety procedures. The risk assessments
relevant to “site-specific” particular practices in the laboratory are filed in the operations
manual, separate from the laboratory standard operating procedures. The WHO team strongly
welcomed the inclusion of a commitment to continued improvement in the written policies.
The WHO team recommended that the policy should be reviewed in order to ensure that formal
mechanisms are set in place to reinforce the commitment from senior management to biosafety
and biosecurity as key CDC activities.

13. Although it was mentioned that safety was a component of individual scientists” annual
performance reviews, no documentation/evidence was provided/presented that specif
objectives and targets with regard to biorisk control were being set in place, nor that these were
being incorporated into individual job descriptions and management mechanisms. The need to
improve the control of documentation (see below) was recognized by CDC and this is an area
where objectives and targets could be set by management. Other areas for consideration could
be the completion of more precise risk assessments for key areas and operations (e.g. use of
dunk tanks) and the need for vaccination of personnel. The WHO team recommended that
consideration be given to setting formal objectives and targets for continuous improvement of
biorisk management. It also recommended specific identification and integration of roles and
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responsibilities, and follow-up of the use of committees, terms of reference, minutes and other
such mechanisms, and how these tie in with policy requirements.

14. Control of documents and records depended on different policy frameworks. Within CDC
each policy had an owner responsible for its review. CDC informed the WHO team that the
Select Agent legislation specified compliance with specified norms on documentation which
was reviewed every two to three years. CDC has procedures for managing and protecting
sensitive information which is designated as controlled unclassified information (CUI), with
rules about version and content control. Current policy does have specific procedures for the
labelling and handling of this information and once national guidance on CUI is codified, CDC
will harmonize existing procedures with that guidance. It appeared, however, that documents
are not classified in terms of their control status, and there is no system for ensuring that there
is consistency in terms of the manner in which documents will be handled with regard to
document control. Examples of documents examined that should be included in such a policy
would include standard operating procedures, security information, safety manuals, audit and
inspection checklists. The WHO team recommended that consideration should be given to the
need for effective mechanisms to identify and control documentation associated with the
variola virus research programme, including support groups. CDC should review the
requirements for contractors and other associated personnel and consider data collected, its
potential use and sensitivity, and mechanisms whereby it can be retained and identified in line
with need.

15. The range of data collected is wide, and includes records of workers in various areas,
medical data such as vaccination and health checks (to which strict rules of confidentiality are
applied), mechanical performance information, environmental data, and scientific data.
Personal medical records were kept for up to 30 years and for other data national criteria for
storage applied, for instance the Select Agent legislation which specified three years storage.
Access logs could be kept indefinitely. The electronic inventory of viral stocks, now four years
old, was updated weekly and verified annually. The WHO team was informed that one incident
could give rise to several reports, depending on the offices involved, but that for reporting
under the Select Agent legislation these were combined into a single report.

16. It was also noted that the variola virus research programme staff were already heavily
committed to their existing duties, and that the implementation of supplemental biosafety and
biosecurity improvements will require additional effort on the part of CDC to complete
effectively. In terms of budgeting for biosecurity issues, resources needed to be secured and
provided where necessary to ensure sufficient time, staff and other resources required, and to
allow completion of this work without unduly affecting the research programme.

17. The agency continued to give strong emphasis to training, with additional elements added
to the training plan as needed. The Office of Health and Safety conducts a comprehensive
annual health and safety survey programme using a checklist to address management issues
and physical conditions. However, a different approach is applied to the BSL-4 facilities. The
WHO team commented that the comprehensive survey is a good practice and recommended
that consideration be given to increase harmonization of audit practices between the BSL-3 and
BSL-4 laboratories, including the variola virus research programme.
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18. Some good examples of inspections and audits were presented, including daily checks of
working areas. However, there did not appear to be an overall audit and inspection plan, which
included definition of competency requirements for auditors, mechanisms for approval and
how actions will be identified and closed out. External staff, in collaboration with CDC staff
working with variola virus, conducted audits of locations, agents and risks and inspections
every two to three years under the Select Agent requirements. The WHO team recommended
that internal audit processes be reviewed and that a comprehensive system be developed that
included terms of reference for inspection and audit in order to specify details such as
frequency, independence of auditors and how the results would be reported and issued.

19. The roles, responsibilities and authorities with regard to variola virus were explained.
Safety was everybody's concern, with final responsibility resting with the Director of CDC, but
the roles were separate for health and safety, building services, security and emergency
preparedness and programmatic aspects. All were represented in the High Containment
Laboratory Operating Group (HOG), which provided a mechanism for management, responses
and training. Key documents constituting the operational structure command and control
structure included the HOG’s charter and the Biosafety Manual. It was acknowledged that the
new building would need a new model, and the Group provided the framework. The HOG
identified responsible individuals for training needs and was the forum for discussion about
operational aspects.

20. The US Army Medical Research Institute of Infectious Diseases (USAMRIID) had signed
a memorandum of understanding with CDC and had requested permission for up to ten
researchers to work in the containment laboratories. A Statement of Work had been signed
under whose terms USAMRIID researchers were committed to observing all CDC's biosafety
and biosecurity practices and standard operating procedures.

21. A visit to the neighbouring emergency care facility revealed facilities and procedures
prepared to handle suspect cases. The WHO team recommended that CDC should review the
protocols for the containment of variola virus-infected persons in place.

Risk assessment

22. CDC staff described a range of approaches and policies, from specific policies for approval
of new research including work with animals (through, for instance, the Institutional Animal
Care and Use Committee), job hazard assessments, the Select Agent regulations, the Biosafety
Manual and operations manuals. A risk assessment for the maximum containment laboratory
had been reviewed and approved by the Select Agent programme.

23. Job hazard analysis information was available and included information on the assessment
of biological risk. A new tool is being developed (ERAMP). The WHO team recommended
that this opportunity be taken to further develop the approach and ensure all hazards associated
with biological agents are identified, assessed and managed, including the tracking and closing
out of associated actions.
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24. For risk control, incidents are reported through the Worker Incident Management System,
for which performance metrics have been defined: record within two days and close case
within five days.

25. The WHO team acknowledged the value of person-to-person communication within small
teams such as the variola virus research group and of the trust established between its members
for smooth work.

26. To manage security of contractors and suppliers entering areas designated by the Select
Agent legislation, the federal government provided clear instructions for screening (by the
Federal Bureau of Investigation) and the parameters were defined in the Statement of Work.
The Statement of Work contains performance measures. Competitive bidding is the norm but
there are mechanisms to justify single-source contracting when necessary or appropriate.
Scientific support contractors needing to enter the BSL-4 facilities are approved and vetted in
the same way as scientists and technicians, but with no access if the laboratories were
operating in containment conditions.

27. The WHO team recommended that work continue on a comprehensive microbiological risk
assessment for the variola virus research programme. CDC staff provided some examples of
risk assessment, but the WHO team considered that the process could be carried out more
systematically and better documented. It is also recommended that the need for standardized
approaches be reviewed. This should include defining the entire scope of the activity to be
addressed, together with training needs, tools and approaches in order to ensure that hazards
and associated risks are effectively identified and any resulting actions are satisfactorily
completed. Examples of areas that would benefit from a more formal risk assessment include
the use of dunk tanks, working-alone policies and the effluent treatment system.

Pathogen and toxin inventory and information

28. Beginning in 2003, the variola virus research programme has established an electronic
inventory database and associated systems for identification, accounting and information
tracking of all materials containing live virus. The database is reconciled weekly, and a
complete physical inventory check is performed at least annually.

29. The variola virus research inventory programme not only meets but exceeds all the
requirements of Select Agent legislation. Although select agents are defined as infected
material with documented viable virus, research specimens (such as tissues from infected
animals) are also included in the inventory regardless of the fact that they are only assumed to
contain infectious material. Inventory records are updated for such specimens upon verification
of virus viability to reflect the presence of a select agent. The inventory stored in the electronic
database is secured by three levels of protection. Physical reconciliation is done regularly,
always in the presence of responsible individuals. CDC's training material identifies the
process for logging materials that all users must follow. The WHO team was satisfied with the
secure storage of material and archival stocks and its comprehensive tracking facility.
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30. Efforts are being made to limit the amount of material being stored. CDC staff stated that
when a research protocol ends, all samples are destroyed, and that single-use aliquot portions
should increasingly be used.

31. The WHO team commended CDC for keeping all stocks of purified non-infectious variola
virus DNA in highly secure environments. Access is restricted to a limited number of
authorized personnel. As a further security measure the team recommended that virus genomic
DNA should be diluted to a concentration suitable for polymerase chain reaction (or other
diagnostic) tests and only these diluted genomic DNAs be stored in the working
refrigerator/freezer.

General safety

32. A risk assessment exists for the original BSL-4 laboratory, job hazard analysis samples
were provided, including those for animal work, but the inspection team had additional
questions as to how these were used for specific aspects of variola virus work. A useful source
of information for providing input to a risk assessment is a job hazard analysis or workplace
hazard analysis, a document that dissects the steps of a procedure or process and allows the
user (a) to identify potential safety or health hazards, (b) to substitute or make changes to
mitigate a potential risk or risks, such as introduction of engineering controls, and (c) to
recommend additional training for the worker. The WHO team recommended that CDC
consider documenting the process for conducting a risk assessment and subsequently managing
the identified risks.

33. Currently, CDC does not mandate a two-person rule for individuals working in maximum
containment. Two persons are recommended, in guidance within the operations manual, for
work where actual handling of animals is undertaken. A policy instituting a two-person rule
may serve as an adjunct to safety regarding the potential of a medical emergency. A second
person within the maximum containment laboratory may be able to provide life-saving medical
assistance and would be able to summon medical responders more rapidly than a person
outside of the maximum containment laboratory. Concern was expressed about access to
viruses by one person in the laboratory and it was recommended that working alone should be
strongly discouraged. Recognizing the significant concerns expressed by various parties, the
WHO team recommended that CDC should consider re-evaluating its rule in the light of WHO
guidance recommending that the two-person rule should apply, and when conducting research
with animals the two-person rule must apply (Reference: the World Health Organization
Laboratory Biosafety Manual, 3" edition).

Personnel and competency

34. The scientific programme defines its fixed-term staffing, including guest researchers from
USAMRIID who are full-time equivalents registered as visiting scientists and work under
CDC's rules. CDC policy has shifted to requiring anybody who needs to staff the containment
facility to be a full-time equivalent member of the institution; however, trainees, such as post-
doctoral fellows are granted time-limited access after achieving all required training
certificates/authorizations. Visitors need appropriate clearance, and need to be US citizens. The
requirement for immunization against smallpox will be indicated in a post description.
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35. Considerable work has gone into training. On recruitment, all staff undergo basic training,
which includes introduction to safety and security policies, and other rules and regulations,
including information technology (IT) practices. Subsequent training in scientific programmes
covers the requirements of the Select Agent legislation and guidelines specific to laboratories
and pathogens as well as animal use. Users of BSL-4 labs are required to complete

50-100 hours of mentored extended training and demonstrate competency/proficiency before
independent work is permitted. Satisfactory completion of training is signed off, and continued
competence is checked at the annual performance review. Staff can also access an individual
development plan. Such plans and training records, but not those for laboratory-specific
training, are collected and stored. Select Agent training is recorded separately. The WHO team
recommended that additional training about life-support measures in first-aid training should
be given to CDC staff conducting work with live variola virus.

36. CDC underlined the low turnover rates of staff. The tight-knit nature of the variola virus
research team makes for good communication. Levels of trust are high, and shared experience
means that several members of the staff could step into leadership positions. Nevertheless,
CDC staff are aware of the need for vigilance, especially about the behaviour of stressed or
fragile individuals and have measures in place for counselling and, if necessary, removal of
access rights (including IT services).

37. Good practice was described in the selection, training and competency assessment of
scientific personnel. CDC's information technology personnel designated as having significant
security responsibilities (i.e., those serving as administrators or granted elevated privilege
(among other categorizations)) are required by regulations of the US Office of Personnel
Management and policies of the Department of Health and Human Services and CDC itself to
be vetted at public trust clearance or higher level. In addition, they are required to complete
specific role-based training related to those responsibilities. This is tracked in the CDC
Learning Management System and audited annually by the Office of the Inspector General.

Good microbiological technique

38. The WHO team endorsed the recommended policy that CDC staff should take steps to keep
viral stocks to the minimum and encouraged the practice of working with one aliquot portion
which is destroyed after use.

Clothing and personal protective clothing

39. CDC's guidelines specify a minimum of 50 hours of escorted entries and exits in personal
protective suits before staff can work independently.

40. CDC staff outlined procedures for inspecting, wearing and decontaminating the positive
pressure protective suits worn in the BSL-4 laboratories. These procedures, although not
codified, are well established through long experience, and the inspection team commended
CDC staff for following what are commonly recognized as best practices. CDC noted the
difficulties of testing some suit technologies (e.g., the HEPA [high efficiency particulate air]
filters). In response, the WHO team noted that a worldwide network of high containment
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laboratories continues to investigate new and improved methods for testing these systems, and
suggested that CDC explore whether any of these evolving technologies could provide better
ways of monitoring personal protective suit integrity.

Human factors

41. All potential occupational exposures to infectious or toxic agents are reported to the CDC
clinic. Currently, one of the Principal Investigators, who is infectious diseases trained and
certified, determines whether or not an individual has been occupationally exposed, and
discusses observations with the Safety Office and the Occupational Health Clinic or after-hours
physician. The Biosafety Officer, Principal Investigator and potentially exposed individual
should be consulted regarding circumstances of the potential exposure.

Health care

42. All staff who need to be immunized are revaccinated on a yearly basis. Personnel who are
considered at-risk, i.e., those working directly with the virus or those with a potential for
exposure to the virus, should be provided with the vaccine only after information from a risk
assessment indicates that the risk of administering the vaccine has been fully assessed. The
WHO team recommended that, in the light of recent developments relating to vaccines, CDC
consider re-evaluating the policy for vaccination of personnel (e.g., selection of vaccine
formulations, booster intervals), particularly for those who enter the non-containment corridor
outside of the maximum containment laboratory.

Emergency response and contingency planning

43. The Select Agent legislation is explicit about the need for such activities and CDC has an
integrated plan for an internal emergency, with, in the case of a laboratory incident, a list of
contacts (which has to be updated every three months). The legislation requires lessons learnt
from any incident to be documented and any plan adapted accordingly.

44. The US Homeland Security Exercise and Evaluation Programme mandates simulation
exercises (ranging from table-top models to real scenarios) and provides guidance. Incident
plans and a handbook exist, and drills have been held, for example, an emergency exercise
following a mock needlestick injury inside the containment facility. Formal links already exist
with the coordinator of the neighbouring hospital which has a three-bed patient isolation unit.
Annual exercises and visits of the facilities are arranged with local county fire and emergency
services.

45. CDC has developed and maintains an organization-wide Integrated Emergency Response
Plan, a Roybal Campus level emergency response plan and a select agent emergency response
plan that considers the emergency scenarios identified in the Select Agent rules. A progressive
exercise schedule tests and improves these plans and this includes full exercises. A
commendable recent example of a full-scale exercise was the simulation of a medical
emergency evacuation from one of the BSL-4 laboratories. The WHO team recognized the
value of these plans and exercises and recommended that the CDC review the laboratory
specific plans to ensure that all credible safety and security scenarios are addressed.
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46. The WHO team was satisfied with the comprehensive laboratory incident plan. It
commended the good communication with first responders and the drills which were oriented
to both safety and security.

Accident/incident investigation

47. The Select Agent programme demands the reporting of a theft, loss or release of select
agents and of occupational exposures. For the containment laboratories, CDC mandates that
potential and documented exposures have to be reported through line management. All new
employees are trained in incident reporting during their indoctrination and staff receive further
training; an incident is considered to be an event when the pathogen is released outside primary
containment. All potential exposures have to be reported and evaluated. CDC captures data
through its Worker Incident Management System, and if necessary can access closed-circuit
television footage. No accident or incident relating to human exposure to live variola virus has
occurred.

48. The response envisages post-exposure prophylaxis with vaccine, and consideration of
antiviral compounds under investigational new drug protocols. The means of access to supplies
of the antivirals has been defined.

49. There is a clear means of reporting all incidents or accidents as noted in the BSL-4 manual.
However it was unclear regarding how the decision as to whether to record and/or investigate
incidents that do not involve exposure to variola virus was taken and by whom. It is
recommended that the CDC reviews its procedures for reporting such incidents that occur
within maximum containment to ensure that all useful information is captured, analysed and
any appropriate actions taken, and to ensure that the appropriate individuals are involved in
decisions on whether to investigate or not.

Facility physical requirements

50. Previous recommendations have been implemented in the original building with the BSL-4
laboratory. The new building meets all the requirements and is in adequate operating condition.
The vault is very secure and is in good operating condition. Questions were asked about the
continued working life of the original BSL-4 facility. It is not clear who decides when work
should stop. Its existing operation indicates that it is still serviceable and safe. CDC has
produced a project development study of renovation and the WHO team recommends further
examination of the issues of renovation or decommissioning if work on the variola virus
research programme is to be continued in this building. In the meantime, CDC should continue
maintenance at the same level as in the new building. During the next shutdown some minor
deficiencies in surface finish (paint) should be rectified.

Equipment and maintenance

51. The WHO team recommends a risk assessment of cook tank vents and autoclave vents to
ensure that in the event of any leakage, there is no significant risk of exposure, particularly to
unvaccinated personnel.

10
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52. Both the WHO team and CDC staff recognized the need to give the maintenance staff some
basic understanding of the risks involved in working in the maximum containment
environment.

53. A stable arrangement appears to be in place with the long-term use of contractors and
permanent staff at low turnover rates. These personnel are generally not vaccinated and this
was considered to be a reasonable approach (note: it is recommended under item 42 to revisit
the issue of vaccination and associated risk). It was accepted that the risk of exposure for many
groups operating within the facility is likely to be extremely low (e.g., contract maintenance
personnel). However, it was also considered to be good practice that all relevant workers who
could potentially come into contact with materials containing variola virus, irrespective of their
role, were made aware of clinical signs and instructed to contact CDC immediately in the event
that such symptoms were to occur. It is therefore recommended that relevant information be
provided to such groups.

Decontamination, disinfection and sterilization

54. Areas of good practice were identified, including the validation of autoclaving for animal
carcasses. Data — using the surrogate vaccinia virus — were provided to demonstrate that
disinfection with 5% MicroChem Plus solution would remain effective between changes of
dunk tank solutions, reported to be at yearly intervals between shutdowns in contrast to the
manufacturer's recommendation for a change after changing with every use (although it is
accepted this was likely to be related to applications with high organic loads). The use of the
chemical shower as an alternative means to use of the dunk tank for removal of materials
should also be reviewed in terms of its risk (biosafety and biosecurity) and suitability as a
potential alternative.

55. The non-infectious nature of extracted genomic DNA has been assessed by validating the
inactivation of the infectious material through safety testing of material after the first step of
the extraction procedure (dilution of virus in detergent and heat inactivation for 60 °C for
greater than or equal to 60 minutes). On the basis of the results, the Office of Health and Safety
has developed a standard operating procedure which has been validated and is currently in use.
The WHO team recommends that the CDC prepares a written risk assessment, possibly
quantitative in nature, of the entire extraction process which should then be peer reviewed in
order to ensure that any risk is minimized.

56. It is recommended that a risk assessment be carried out on the liquid nitrogen storage of
cultures and on any potential accidental release scenarios, particularly when the laboratories
are shut down and the vessels will continue to vent to the atmosphere.

57. CDC staff clarified the policy on biowaste: all such waste was inactivated by heating and,
in the case of solid waste, incinerated on site (in the BSL-4 facility). In the maximum
containment facility, liquids flow in single-walled steel pipes to cook tanks whose atmospheric
vents are protected by two HEPA filters in series. A risk assessment should be conducted in
order to analyse operational hazards better.

11
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58. CDC specifies the requirements for the autoclaves it uses and the WHO team considered
the practices for sterilization that are in place to be appropriate.

Transport procedures

59. CDC reported that there has been no external transport of samples of live variola virus, in
line with WHO’s recommendations.

60. DNA fragments constituting no more than 20% of the viral genome are distributed through
WHO under terms and conditions specified by the WHO Advisory Committee on Variola
Virus Research, after approval by the WHO Secretariat, including a Materials Transfer
Agreement, and shipped according to applicable national and international regulations. These
requests are recorded by the CDC and the WHO Secretariat.

61. Standard operating procedures contain a protocol for transfer of selected agents within
CDC, however there have been only two instances of intrafacility movement of variola virus in
the past three years: into back-up freezers and into the new BSL-4 laboratory. The latter was
meticulously planned in coordination with multiple teams including local security forces. The
current building repository and MCL (Maximum Containment Laboratory) freezers containing
archived and working stocks of variola virus were transferred to the new Maximum
Containment Laboratory BSL-4 suite assigned to the Poxvirus and Rabies Branch. Members of
the Office of Health and Safety, Office of Security and Emergency Preparedness (Select
Agents Programme and Physical Security), and programme staff took part in the transfer
process. A complete inventory of the stocks was conducted in the presence of the CDC's
Alternate Select Agent Responsible Official. CDC's senior management and WHO officials
were notified of the successful transfer and securing of variola stocks.

62. The gamma-irradiation cell is used to inactivate material that might be used in future
(controlled) applications. A chain of custody has been established for movement of material to
that cell.

Security

63. CDC's security systems have been tested by external security advisors and shown to be
secure. The results of the exercise have been documented.

Variola virus research

64. CDC currently has several research projects either under way or expected to begin shortly.
These fall into three areas approved for work: vaccine, drug and diagnostic development. The
projects covered enveloped and mature variola virus neutralization studies to evaluate various
vaccination regimens, a “proof-of-principle” study of the prairie dog model, protein-based
diagnostics and DNA-based detection technologies. CDC submits proposals to the

US Department of Health and Human Services for review and then to WHO's Advisory
Committee on Variola Virus Research. The Principal Investigator of the variola virus research
programme responds to feedback and then prioritizes experiments. Local risk assessment is
covered by the governance rules of the high containment laboratory and health and safety
manuals. The nature of the work is limited de facto because of the need to do it in the BSL-4

12
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laboratory and cannot involve recombinants. Documentation of the daily research is entered in
the scientific notebooks, which constitute a permanent record and are US government property.
For compliance with the law, the Select Agent legislation provided a clear framework. The
WHO team noted no concerns about the programme of work and research programme.

SUMMARY OF THE RECOMMENDATIONS TO CDC

65. Review the policy on health and safety issues in order to ensure that formal mechanisms
are set in place to reinforce the commitment from senior management to biosafety and
biosecurity as key CDC activities.

66. Give consideration to the benefits of having a general statement of agreement by individual
researchers to abide by regulations.

67. Give consideration to setting formal objectives and targets for continuous improvement of
biorisk management. Further, roles and responsibilities should be specifically identified and
integrated, with follow-up of the use of committees, terms of reference, minutes and other such
mechanisms, and examination of how these tie in with policy requirements.

68. Give consideration to the need for effective mechanisms to identify and control
documentation associated with the variola virus research programme, including support groups.
Review the requirements for contractors and other associated personnel and consider data
collected, its potential use and sensitivity, and mechanisms whereby it can be retained and
identified in line with need.

69. Review internal audit processes and develop a comprehensive system that includes terms of
reference for inspection and audit in order to specify details such as frequency, independence
of auditors and how the results would be reported and issued. Give consideration to increasing
harmonization of audit practices between the BSL-3 and BSL-4 laboratories, including the
variola virus programme.

70. Further develop the approach to risk assessment and ensure all hazards associated with
biological agents are identified, assessed and managed, including the tracking and closing out
of associated actions. Review the laboratory-specific plans to ensure that all credible safety and
security scenarios are addressed.

71. Staff should take steps to keep viral stocks to the minimum and be encouraged to adopt the
practice of working with one aliquot portion which is destroyed after use. Dilute virus genomic
DNA to a concentration suitable for polymerase chain reaction (or other diagnostic) tests and
store only these diluted genomic DNAs in the working refrigerator/freezer. Prepare a written
risk assessment of the entire extraction process of variola virus genomic DNA for peer review.

72. Review the selection, training and competency assessment processes to ensure they are
adequate in terms of scope and rigour for relevant support groups, and, further, the manner in
which training needs are systematically identified and addressed in order to ensure all relevant
areas of competency are met.
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73. Consider performing periodically - at least once every 30 days if the suit is worn daily - a
pressure decay test on positive pressure protective suits. Investigate new and improved
methods for the ILC Dover positive-pressure protective suits to find better ways of monitoring
suit integrity.

74. Review the protocols for the containment of variola virus-infected persons in the
emergency care facility.

75. Re-evaluate the two-person rule for individuals working in maximum containment
laboratories.

76. Consider formalizing the system for use by physicians trained in infectious diseases to
confirm whether an individual has experienced an occupational risk of exposure to infectious
agent or toxin/hazardous chemical.

77. In the light of recent developments relating to vaccines, consider re-evaluating the policy
for vaccination of personnel (e.g., selection of vaccine formulations, booster intervals),
particularly for those who enter the non-containment corridor outside of the maximum
containment laboratory.

78. Provide relevant information through appropriate media and mechanisms about the risk, no
matter how low, and consequences of exposure to all relevant workers who could potentially
come into contact with the facility or other materials containing variola virus, including
instructions to contact CDC immediately in the event that certain clinical symptoms were to
occur.

79. Review procedures for reporting accidents or incidents that do not involve exposure to
variola virus that occur within high containment laboratories.

80. Undertake a risk assessment of cook tank and autoclave vents in the maximum containment
laboratory and of the liquid nitrogen storage of cultures and any potential accidental release
scenarios.

81. A decision needs to be taken about the renovation or decommissioning of the original
BSL-4 building, and, if the latter is the option chosen, a firm timetable for shutting down the
facility should be drawn up. If work on the variola virus research programme needed to be
continued in the original building, continue maintenance at the same level as in the new
building.

82. Improve the risk assessment to support the specified conditions of the vaporized hydrogen

peroxide chemical disinfectant and use of the chemical shower as an alternative means to use
of the dunk tank for removal of materials from the Maximum Containment Laboratory.

14



Report of the World Health Organization (WHO) Biosafety Inspection Team of the Variola Virus Maximum Containment
Laboratories to the Centers for Disease Control and Prevention (CDC)
Atlanta, Georgia, USA, 2-6 March 2009

OVERALL CONCLUSIONS

83. The WHO inspection team was impressed by the dedication and the competence of the
workforces at the CDC site, and was pleased to note that previous recommendations on
procedures and safety had been addressed at CDC.

84. The WHO inspection team was satisfied with the security and safety arrangements for
maintaining, and working with, live variola viruses within the Maximum Containment BSL-4
Laboratory and its associated facilities. The CDC BSL-4 facility was assessed to have the
capacity to conduct work safely with live variola virus as it stands. Although a number of
recommendations have been made, no issues compromising safety or security were identified
during the assessment.

85. A positive finding was the recognition of the need for continuous improvement and
ongoing vigilance. Consideration of the recommendations made and confirmation of steps to
implement them will contribute to the policy and the process of constant improvement of
biosafety and biosecurity standards.

86. It was also noted that variola virus research programme staff were already heavily
committed to their existing duties. WHO accepts that the recommendations made to further
improve the safety will require additional effort on the part of CDC to complete effectively. It
is therefore recommended that the time, staff and other resources required to address the
recommendations are assessed and provided where necessary to allow completion of this
work without unduly affecting the research programme.

87. The WHO Inspection Team found the current version of the assessment protocol to be a
useful methodological tool for standardizing the WHO biosafety inspections of the variola
virus repositories. It contributes to better structuring of the process, making it more objective.
It is proposed to use the protocol as a methodological framework for conducting such
inspections in the future. However, the team found it necessary to continue its further refining
based on experiences gained during the actual visit to said repository. In particular, it is
necessary to develop an application process for this protocol in order to make its use more
efficient and to eliminate redundancies.

88. This inspection report places no responsibility on WHO for the safe conduct of work that
uses live variola viruses, which remains the responsibility of the research and support staff at
CDC. The recommendations made above are intended to strengthen the current arrangements
for the safe conduct of work on variola viruses.
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